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The facilitated self-assessment methodology was initially 
developed by Dr. McWeeney as a means to assess the 
preparedness of the field offices of the FBI to combat 
terrorism. It was later adapted for the coal mine industry to 
prevent mining disasters, and several large corporations to 
prevent active shooter incidents. The methodology has now 
been adapted to address the phenomenon of school shootings. 
It is prevention model designed to identify vulnerabilities and 
corrective actions. Identifying the highest impact incidents 
with the lowest probability of occurrence is essential in this 
prevention model, as is top down support for corrective 
actions. 

The facilitated self-assessment methodology is now being 
piloted in schools in the United States. As was true in the FBI 
and the coal mine industry, early results indicate significant 
risks exist for low probability, high impact incidents within the 
schools piloted. There is similarly a false sense of security in 
place with the current mitigation strategies employed. 

The categories created, and the criteria selected in the 
facilitated school self-assessment were developed with the 
assistance of law enforcement, mental health, educators, and 
emergency management subject matter experts, and experts in 
school and campus safety. We recommend that School Districts 
partner with the Institute for Public Management and 
Governance at Cal State San Bernardino and the Criminology, 
Law, and Society Program at George Mason University to 
design and plan a facilitated self-assessment that will provide 
schools with a comprehensive self-assessment tool to be used to 
assess its vulnerabilities and begin instituting corrective action. 
(Abstract) 

Keywords— School shooting; Self-assessment; School safety; 
Coal mine (key words) 

I. STOPPING SCHOOL SHOOTINGS: A DIFFERENT 
APPROACH 

 
Like many contemporary matters, the overwhelming 

media response to school shootings often engenders a debate 
about alternative policies. The debate almost always takes 
place in a political context in which alternative policies are 
strongly advocated by political opponents in an environment 
in which winning or losing often seems as important the end 
result. As the devastation associated with the most recent 
massacre of our children fades, those advocating stricter gun 
laws, fortifying classrooms, improved mental health facilities 
or even arming teachers, engage in national debate – which 
often says more about the political predisposition of the 

debaters than the efficacy of the policies that they are 
advocating. 

We suggest that rather than advocating policy options 
that reflect their political disposition, public officials should 
all agree to continue to speak the truth about our capabilities, 
our performance, and the nature of the continued threat 

II. LOW-RISK BUT UNACCEPTABLE CONSEQUENCES 
 

     In 2018, there were 37 incidents of school shootings on 
campuses across the United States., resulting in 44 deaths 
and 81 injuries. This equates to approximately one school 
shooting every eight school days [1]. FEMA identified 94 
“gun incidents” in 2018. The flaw in the current strategy is 
that it was borne out of a faulty process of evaluating the 
phenomenon of school shootings. What is needed is a 
process that addresses the behavior and motivation of the 
school shooter, and an assessment tool that gauges a 
school’s readiness to intervene prior to an act of violence. 
This paper will introduce such a tool; a self-assessment tool 
accessible to all schools, regardless of population or 
demographics. 
 
     Ensuring that the maximum feasible level of safety is 
provided to the nation’s schools requires interplay of two 
distinct perspectives. First, schools must be equipped, the 
workforce must be trained, and processes and procedures 
must be put in place that reflect the latest scientific and 
technical knowledge as well as generally accepted best 
practices. School districts have made substantial progress in 
the past decade in improving their capabilities and in 
developing vastly improved systems and procedures for 
school safety. 
 
     However, while state-of-the-art equipment, training, and 
practices are a necessary condition for school safety, in and 
of themselves they are not sufficient. Schools continue to 
face risks and vulnerabilities that are not easily discernible 
or are such a low probability of occurring that action 
required to address them is often deferred or even ignored. 
The model below depicts the circumstances affecting not 
only schools but most organizations and institutions: 
 

RESPONSES TO RISK AND CONSEQUENCES 

 Low Consequence High Consequence 

High Risk Adequately Prepared Well prepared 

Low Risk Adequately Prepared Unprepared 

Fig. 1. Responses to Risk and Consequences  
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     The model suggests that most organizations – including 
school districts - are generally focused on the major threats 
and vulnerabilities that they are aware of and devote a 
substantial time to addressing them to the maximum extent 
feasible. Whether it is a direct threat or an anonymous call, a 
school district addressing high-risk real time risk that is 
likely to cause unacceptable consequences generally 
receives the attention and support required to prevent the 
attack. School districts are also generally well- prepared for 
issues of "low consequence" whether the risks are high or 
low, because minor problems of “low consequence” are 
often unavoidable (Table 1). 
 
    However, the most significant management challenge in 
every school in the country is how to effectively  address 
those risks and vulnerabilities that are so rare  as to almost 
be deemed "unimaginable" – yet, should they occur the 
results would be "unthinkable". Far too often, protective 
systems do not include "low consequence, high risk" 
concerns on their list of priorities. 
 
    Addressing "low consequence, high risk" concerns is a 
very complex management task. The risks associated with 
identifying, monitoring, and intervening because a student 
has expressed a violent thought or engages in abnormal 
behavior does not often occupy a high priority among 
school officials. And yet, it is these very issues that 
generally surface in the post-action reviews of the tragedy. 
The unfortunate truth is that if the concerns could have been 
easily addressed, tragedy may have been easily avoided. 
 
    The importance of focusing on the individual shooter as 
the center of a prevention program cannot be overstated. In 
June of 2018, the FBI published a study entitled, A study of 
pre-attack behaviors of active shooters in the United States 
between 2000-2013. Among the most interesting of the 
findings are that 80% of active shooters displayed 
observable concerning behaviors related to mental health 
issues, problematic interpersonal interactions, or leakage of 
violent intent. 
 
    54% of those observing the concerning behaviors did 
nothing at all with the information. Others spoke only to the 
active shooter about the observed behaviors [2]. Only 25% 
of active shooters had a diagnosed mental illness, but the 
findings show that all active shooters were typically 
experiencing multiple stressors in the year before they 
attacked. 
 
     In the aftermath of almost every school shooting, the 
investigation revealed a troubled young man who had 
expressed his frustrations several times to several people 
– who first revealed this information after the shooting. 
Post-event investigations always confirm that he revealed 
his frustrations and vague intentions to several people; or 
clearly displayed erratic behavior; or spoke frequently about 
his access to deadly weapons. Unfortunately, and for a 
variety of reasons, actions in response to these clues simply 
did not occur. 
 

     In school shootings, the questionable behavior was much 
more likely to be observed by classmates and others in the 
school community than by parents and family. Those who 
did observe questionable behavior were not sure where to 
take the information and there was no clear or comfortable 
process for receiving and acting on such information. In the 
Parkland, Florida shooting, where suspicious information 
was forward to the FBI, it was lost in a backlogged of 
unprocessed leads and not even forwarded to local officials 
for information or appropriate action. As such having a 
system in place to adequately address "low risk-high 
consequence” issues should be a top priority of all schools. 
 
School and local government officials must accept the fact 
that they are the party most responsible for both preventing 
shootings from occurring and ensuring an effective response 
if one does. Much like a terrorist event, school and 
government officials must assume a posture of zero 
tolerance and adopt a mindset very similar to the approach 
used by the military, the intelligence communities, law 
enforcement, or any organization in which the primary 
mission is to prevent a tragedy from occurring and to ensure 
an effective response if one does. This is an enormous 
challenge for school officials who must put effective 
programs in place that will stop an unknown person from 
planning and carrying out an unspecified act of violence, at 
an unknown location, during an unknown time, against an 
unknown target for unknown reasons [3]. 
 
While this daunting task might appear overwhelming, the 
unique nature of this lethal threat to our children is precisely 
the reason that local leaders must be encouraged to step 
beyond their political dogma and to begin developing, 
implementing, and institutionalizing an insightful and 
performance-driven strategy that includes deterring the 
individual shooter as one of a few key elements in an overall 
prevention strategy. Such a strategy would of course include 
all the necessary elements of a comprehensive security 
strategy, but would be primarily designed to discourage, 
deter, and prevent a potential shooter from considering, 
planning, or attempting to carry out a school shooting. 
 

III. THE SELF-ASSESSMENT 
 

Differing from other approaches, the key to the approach 
herein suggested is an ongoing periodic and rigorous “self-
assessment.” The value of a deterrence strategy, driven by in-
depth and candid self-assessments which are made known to 
the highest authority level in the organization, is that it 
causes an immediate reaction among senior leadership, lends 
itself to immediate self- correction, and leaves an 
undisputable record of accountability. Vulnerabilities that 
have been addressed but remain uncorrected, either by 
willful action, ignorance, or neglect bring significant 
consequences to senior officials [4]. 

In recent weeks, the Washington Post, Wall Street 
Journal, and Los Angeles Times have each published 
compelling article that strongly suggest that the vast sums 
currently being spent on school safety might not be making 
schools demonstrably safer. These and other recent 
commentaries reflect a wide-spread concern that an 
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overreliance on equipment purchases, technology, and 
barricades has not produced a feeling of greater security for 
many schools. 

The self-assessment evaluation approach was derived 
from the “utilization-focused evaluation” model developed 
and popularized by Dr. Michael Patton. Patton emphasized 
the importance of designing evaluations and assessments to 
ensure their usefulness, rather than simply creating long 
reports that seldom result in any practical changes. The 
utilization-focused evaluation was intended to be a relevant 
and useful tool for complex environments that change too 
fast for traditional fixed or static approaches. The model 
provides instant feedback and meaningful comments in real 
time encourages practical solutions that reflect innovation, 
change, and learning rather than external accountability. The 
utilization focused evaluation helps answer questions that 
often go unaddressed in formal treat assessments by asking 
those with the greatest stake in the program to compare their 
actual everyday experiences with the results of a formal 
study. For the school shooting issue, this provides an 
enhanced focus in several areas. 

1. Do the security questions reflect an understanding 
of the specific circumstances and practices at our school? 

2. Do assessments intelligence collection and analysis 
consider the ongoing informal information exchanges among 
all school employees, students, and the community? 

3. Do those who are responsible for encouraging 
people to identify questionable behavior engage with 
students is a manner so as to encourage the free exchange of 
thoughts and concerns. Do they conduct follow up activities 
to ensure that the message was correct sent and received? 

4. Are efforts made by faculty and school 
administrators to operationally verify the results of a 
vulnerability assessments? 

5. Do community contacts include segments that are 
most likely to have the most accurate and credible 
information? 

6. Do those who have undergone specialized training 
believe they are equipped to deal with threatening situations? 

The self-assessment provides an opportunity for the real 
stakeholders participate in a “reality check”, in which they 
ask themselves if they are being true to their own vison, if 
they are dealing with reality, and if what they are observing 
is different from what they are being told. The key factor that 
differentiates this practical approach to assessments from 
those offered in glossy documents that sit on coffee tables in 
school districts executive offices is that it is led by people 
that are fully engaged, and who strongly believe that failure 
isn’t an option. Without such personal engagement, without a 
thorough and candid assessment of real vulnerabilities and 
the commitment to repair every one of them, security 
strategy will continue to be the product of faceless nameless 
committees and reflective of well-meaning intent but will 
generally NOT be useful in preventing the unthinkable from 
occurring [5]. The self-assessment approach has been 
effectively used to prevent tragedies or undesirable events 
from taking place in several sectors in the recent past. In 
implementing its terrorism prevention strategy, the FBI 
managed a system of mandatory self-assessments and 
corrective action for each of its Field Offices and 

Headquarters. The self-assessment results indicated the lack 
of preparedness and adequate capabilities at the majority of 
FBI Field offices and led to fundamental changes in the 
FBI’s counterterrorism program. The self- assessment 
approach was subsequently applied to the FBI’s Intelligence 
and Counterintelligence program with equally profound 
findings and corrective actions. 

 

The Assessment Tool was also used very effectively by 
the coal mining industry.  Prior to beginning the assessment, 
a facilitation team worked with certified experts to identify 
potential areas of vulnerability. Each area also included the 
identification of key attributes which were expected to be in 
place.  Sometimes these were small issues such as current 
training on new equipment, or at other times rather 
significant issues such as confirming the good working 
condition of gas and power lines into the mine. Standards 
were developed that described adequate safety precautions, 
less than adequate, and poor - and each criterion was color-
coded red, yellow or green. 

The activities of each coal mine were first divided into 
four major areas of concern; each major area was then 
further divided into perhaps a dozen or more critical 
components. The Assessment revealed a significant 
difference  in each of the coal mines.  In the first, most 
essential safety measures were in place as is evident by the 
large number of green boxes. The second assessment reflects 
some caution as the majority of the elements were not 
functioning at the highest level. The third depicts a mine in 
which most of the critically important safety criteria was 
found by the coal miners and executives to be unsatisfactory 
and unsafe. As it turns out, majority of the fatalities also 
were attributed to those areas marked as unsatisfactory[6].  

This approach was used for comparison among six 
different coal mines, with the first two demonstrating a well-
managed safety program and the last two obviously leaving 
much room for improvement. This approach was used by the 
coal mine managers to also identify problem areas that were 
common to all the mines. The graphic in the middle 
extracted all the problem areas, or "non-green" findings, and 
listed them as priority actions with a very strict deadline for 
correction. Finally, the graphic on the right shows the net 
improvement over a six-month period between the first 
assessment, the imposition of corrective action, and a 
reassessment. It's obvious that the most significant 
vulnerabilities were taken care of voluntarily by the 
management of the coal mines. There was no need to subject 
the mines to an external review, no need for administrative 
sanctions, no need to cover up problems. This reflected the 
candid assessment of those with the highest stake in safety - 
the coal miners themselves - and the results were far 
different than those that were obtained by more formal, 
inspections conducted over the previous 10 years. 

The publicity of these successful approaches quickly 
spread to other programs where vulnerabilities were equally 
likely to be unknown, unaddressed, and yet were 
unacceptable. Examples include law enforcement 
information sharing systems, the protection of Navy bases 
and classified research facilities, and the insider threat 
associated with the Department of Energy’s Nuclear 
Laboratories. In each case, the self-assessment proved far 
more accurate and far more likely to produce meaningful 
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corrective action that had previous "third-party" inspections 
or evaluations, whether conducted by agency evaluators, 
inspector generals, or private contractors. The reason was 
simple: self-assessments do not generate finger-pointing or 
blame. They reflect a serious effort by those responsible for 
the program to understand the program’s vulnerabilities in a 
much more candid and meaningful way. Furthermore, having 
devoted the time and effort to create a self-assessment tool 
and engage the workforce in conduct in analyzing the self-
assessment, top management leadership almost always made 
implementation of corrective action a top priority. 

IV. ATTRIBUTES OF A SUCCESSFUL SELF-ASSESSMENT 
PROGRAM 

Differing from a formal inspection or external review, 
where findings are elevated to the highest levels of 
management, sanctions imposed, and a general adversarial 
relationship exists, a self-assessment is a proactive 
management initiative which is not intended to focus on 
problems and accountability, it is intended to corrective 
action and improved performance. The self- assessment 
permits the experts in the field to identify risks and 
vulnerabilities at a level that would rarely be made known to 
external auditors or inspectors without any fear of sanction or 
termination [8]. Problems are identified solely because the 
experts subject themselves to intense introspection and are 
asked to make judgments about things they rarely discuss as 
part of a facilitated group discussion. Self-Assessments 
provide a way to identify problems that otherwise would not 
be made known and would not appear on anyone's list of 
priorities to address. Through the self-assessment process, 
these problems become identified, they become scheduled 
for corrective action, and they provide an effective way of 
measuring the effectiveness of the deterrent. 

V. LEADERSHIP – A CRITICAL SUCCESS FACTOR 
 

Unfortunately, self-assessments are generally not self- 
initiated. They are discretionary acts, and they frequently 
give way to daily priorities. Hence, the role of leadership 
becomes crucial. Where self-assessments have been 
implemented and have proven to be effective, leadership has 
been the crucial factor. It takes enlightened leadership to 
permit the development and testing of a self- assessment 
tool, it takes engaged leadership to devote the time for senior 
management to emphasize its importance, it takes committed 
leadership to require workforce to take it seriously, and it 
takes a leadership that's dedicated to safety as a priority to 
have the candor and courage to identify problems that would 
otherwise go unnoticed [9]. 

It must be emphasized that self-assessment approach is 
fragile and must be carefully to address important aspects of 
the organizational temperament and culture. The managers of 
a self-assessment project must take into account the 
following factors in developing an effective process for their 
environment: 

Discretionary Action: No one requires a self- 
Assessment. Self-assessments are proactive and voluntary. 
There are no standards associated with them. No external 
review. No due dates. And no commitment to follow 
through. In any busy organization, things that are voluntary 

generally give way to operational demands that are deemed 
essential. The likelihood that a self-assessment -- no matter 
how valuable -- will continue to be periodically utilized 
without extraordinary leadership commitment is very low. 

Cultural Resistance to Candor: Supervisors and 
managers everywhere share a reluctance to elevate problems 
that may reflect on themselves, the coworkers, or the 
supervisors. Yet, the value of a self- assessment is realized 
only when candor becomes generally accepted and those 
participating in the self-assessment are encouraged to 
identify potential risks and vulnerabilities that otherwise 
would go unnoticed. 

Corrective Action and Ongoing Monitoring: Making the 
assessment is one thing. Acting to correct the problems 
identified is another. Monitoring the performance of the mine 
on an ongoing basis requires a managerial commitment. 
Without such commitment, the assessment is, at best, a one-
time initiative with minimal long-lasting value. 

Reluctance to Share Findings: Among the most valuable 
benefits of an ongoing system of self- assessments is 
reporting and sharing of the findings and conclusions with 
senior management, oversight officials, and organizational 
stakeholders. The primary purpose of the self-assessment is 
compare results with expectations and with the performance 
of other organizations, to report changes in performance to 
the government and key stakeholders, and to identify and 
disseminate information relative to best practices. This is 
primarily a matter of trust, which can best be resolved by 
positive experience. 

Experience has shown that each of these obstacles to an 
effective self-assessment process can be overcome - but only 
by the engagement of strong and committed leadership. 
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VI. SELF-ASSESSMENT TOOL 
 

School districts who decide to pursue a program of self-
assessment should be aware of several structural and 
procedural requirements that should be in place in order to 
ensure effectiveness. While each school district will 
undoubtedly have a different way of proceeding, the 
following is offered as a starting point for the assessment 
criteria and process attributes that have made the self- 
assessment effective in the past. 

Drawing upon the experience and expertise of our project 
team, a preliminary list of assessment criteria has been 
developed.  The criteria identified on the list has been 
modeled from previous self-assessment project and modified 
based on informal discussions among the project team and a 
number of people with expertise in this matter.    School 
officials have reviewed this list, meet to discuss it, and 
modify it to best fit the unique circumstances of the school 
district in which it will be deployed.   Below is a suggested 
generic self-assessment criterion for school districts. 

1. Law Enforcement and Security 
[Criteria should reflect whether 
adequate security and response 
protections are in place]. Specific 
attributes to be assessed: 

1 Law enforcement on site 
2 Crisis response capability 
3 Sufficient exercises and drills 
4 Sufficient physical security 
5 Cameras in/out and an electronic 

visitor management system 
6 Security equipped with cell phone/ 

radios to connect with police from a 
non-static position 

7 Rapid deployment capability 
 

2. Intelligence [Criteria should reflect whether the 
right information is being collective, 
disseminated, and analyzed.] Specific attributes 
to be assessed: 

1 Ongoing threat assessment - both 
internal and external 

2 Ability to collect, process, and vet 
“leakage” 

3 Portals for collecting anonymous 
student information 

4 Rapid referral and dissemination 
capabilities 

5 Tracking and monitoring information 
6 Reliable information sources 
7 Access to social media accounts and 

full exploitation 
8 Frequent “Table Top” exercises 

 
3. Social Work/Mental Health [Criteria should 

reflect the extent to which there is an extensive 
program for working with troubled kids to mitigate 
"stressors" in their lives.] Specific attributes to be 
assessed: 

Understand stressors and concerning behavior and train school officials 

1.      Physical presence at school and 
redeployment where needed 

2.      Identify warning signs a keep school 
official informed 

3.      Develop protocols, approaches and 
treatment to proactively work with 
troubled children 

4.      Aggressive monitoring and reporting 
 

4. External Environment [Criteria should include 
a variety of indicators reflecting on engagement 
and positive contributions by the extended 
community.] Specific attributes to be assessed: 

1 Parents fully engaged in program 
2 Community briefings 
3 Encourage reporting of suspicions, 

with appropriate safeguards 
4 Comprehensive gun owner 

accountability 
5 Review/amend restrictive laws and 

policies 
6 Liaison/info sharing with partners 
7 Neighborhood watch 

 
5. School Administration [Criteria should include 

small variety of indicators that reinforce the role 
of school administration as the ultimate 
responsibility for preventing school shootings.] 
Specific attributes to be assessed: 

1 Organize assessment program and 
assessment teams 

2 Conduct periodic assessment, develop 
and monitor corrective action 

3 Ensure effective reporting and 
communication protocols 

4 Teacher/school official’s engagement 
and recurring reporting 

5 Alternative programs/activities for 
troubled children 

6 Sufficient info sharing policy, 
protocols, and practices between 
schools, social workers, psychologists, 
and SRO 

 
6. Training [Criteria should reflect the extent to 

which school officials and law enforcement are 
adequately trained in all areas pertaining to 
youth mental health, first aid, and gathering and 
reporting intelligence.] Specific attributes to be 
assessed: 

1 Crisis Plans in place 
2 Incident Command System 
3 Drills, lockdown, evacuation and inter 

agency communication checks 
4 Trauma training- all staff 
5 Programs in place like mentoring, 

brave girls, student parenting 
6 School assessments qualifications 
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The chart below depicts a hypothetical assessment form. 
A preliminary draft of the entire tool is appended to this 
document. 

 

Criteria Standard R
Y
G 

Explanation Corrective 
Action 

1.0 Security – Protection in place 

1.2 Law 
enforcem
ent on 
site 

Officer 
expected on-
site during 
school day 

 
Y 

Officers rotate 
among schools 

Assignment 
w/in 6 mos. 

2.0 Intelligence 

2.3 Ability 
to collect, 
process, 
and vet 
“leakage 

No standard 
protocol 

 
R 

Staff/skill 
limitation 

Seek 
opportunities 
to 
collaborate 

3.0 Social Work/Mental Health (MH) 

3.3 Physical 
presence at 
school of 
MH 
professional 

Psychologist/s
ocial worker 
student ratio 
1:250 

 
R 

Actual ratio is 
1:750 

Immediate 
teaming and 
hiring 

4.0 External Environment 

4.3 
Reporting 
of threats 
and 
suspicion 

Report 
encourged, 
collected, 
and 
reviewed 

 
Y 

Reporting 
sporadic 

Implement 
formal intel 
reporting 

5.0 School Administration 

Fig. 2. Example Self-Assessment Tool (See Appendix A for full table) 

 

VII. FACILITATED SELF-ASSESSMENT  

The development of a replicable process that will ensure an 
honest and complete assessment is critically important. There 
are many ways to proceed in such an effort, but among the 
most successful have been the notion of “facilitated” self-
assessment conducted by those with primary responsibility to 
prevent the dreaded incident from occurring. The assumption 
here – borne out by recent experience, is that the people with 
the most to lose are the ones most capable of identifying and 
monitoring the self-assessment project. However, precisely 
because of the cultural attributes listed above, particularly the 
need for a full and candid assessment, the process should 
include a strong facilitator who can encourage the sharing of 
candid opinions, no matter how sensitive the subject may be. 
If a current process that is intended to encourage the 
reporting of unusual behavior is not working – it must be 
identified as needing corrective action [10]. This often 
requires the services of a trained facilitator. 

The facilitated self-assessment should occur on a periodic 
basis - perhaps every six months. The process should include 
a review and discussion of all the criteria, a collective 
judgment as to whether the performance standards associated 

with each of the criteria are being adequately or effectively 
met, and, whether or not corrective action is indicated. 
Process should also include specifying nature and timeframe 
for completing the corrective action. Once the process is 
completed, report should be presented to school 
administration for validation and action. 

The assessment can be recorded manually, however the use 
of spreadsheets and/or other evaluation tools is highly 
recommended so as to provide for comparison over time and 
a comprehensive analysis of the assessment results to 
determine areas of best practice. 

The process should be updated based on all external 
information relevant to incidences and other school districts 
that may cause a strengthening or change in either the criteria 
or performance standards [11]. 

Scoring the assessment is very straight forward. Green 
indicates that the school currently meets the standard.  Red 
indicates that school does not meet the standard and 
vulnerability has been identified. Yellow indicates that action 
is being taken to improve or remove the vulnerability 

Since the assessment results will quite often require 
immediate action and an evaluation of the effectiveness of 
that action, an individual, or a small group of individuals 
should be designated by the school district is responsible for 
overseeing implementation and three  of  usually loaded of 
thousands I will on progress. Self-assessments are rarely self-
executing, and therefore school district should put in place a 
process of review to ensure appropriate follow-up. 

On December 14, 2018, the first assessment took place at a 
northern California high school, herein further referred to as 
High School (NO.1). Below you will see the results of the 
self-assessment, as well as the adapted self- assessment tool. 
The process was extremely well received, and similar pilots 
of the assessment tool are in progress presently Table 3: 
School Safety Self-Assessment Tool – Detailed Review. 

VIII. RECOMMENDATION 

The self-assessment process described in this paper, which 
has been successfully utilized to prevent tragedies from 
occurring by the FBI, the nation’s coal mines, major 
technology companies, and several other organizations, 
should be considered by a small sample of US school 
districts as a pilot project. The purpose of the pilots are to 
test the adaptation of the model to school safety, to calibrate 
both the assessment criterion and the model to reflect the 
unique circumstances and conditions of local school districts, 
and to determine whether the school district and its 
community of stakeholders are willing and capable of 
implementing the model to the maximum feasible extent. 

We call on school districts to accept this challenge, the first 
step of which is to accept full responsibility for the safety of 
our children and for putting in place a candid process of self-
assessments that will be at least as effective as the systems 
for preventing terrorism and coal mine disasters. This is a big 
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step, but an essential one. ONE person must ultimately bear 
responsibility for the safety of each school in the United 
States - and it is not the local sheriff.  

The key factor that differentiates this concept from others 
described in glossy documents - that often sit on coffee 
tables in school districts throughout the country - is that it 
reflects provides fully engaged officials a platform to drive 
changes in behavior and transform organizations. Without 
such engagement, without a deep and candid assessment of 
real vulnerabilities and the commitment to repair each and 
every one of them, security strategy will continue to be the 
product of faceless, nameless committees and reflective of 
well-meaning intent but will generally not prevent the 
unthinkable from occurring. School districts currently rely on 
being prepared to respond to an active shooter event, rather 
than preventing one from occurring. 

We recommend that School Districts partner with the 
Institute for Public Management and Governance at Cal State 
San Bernardino and the Criminology, Law, and Society 
Program at George Mason University to provide schools 
with a comprehensive self-assessment tool to be used to 
assess its vulnerabilities and begin instituting corrective 
action. The information to contact the authors is listed above. 
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APPENDIX A - SCHOOL SAFETY SELF-ASSESSMENT 
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SCHOOL SAFETY SELF ASSESSMENT 
School No. 1, January 11, 2018 

EXECUTIVE SUMMARY 

1.0 Security   

CRITERIA ASSESSMENT GENERAL COMMENTS 

1.1 Law Enforcement  The School has no visitor management system. This is a high 
priority by the school and district safety officers. Indio High 
School would like to utilize the Raptor system for their VMS. 
Criteria 1.5 was classified yellow by Indio High School but 
the facilitating team would recommend a red classification 
based on the ease of resolution (~$1.1 million to relock 
interior doors). 

1.2 Emergency Response  

1.3 Exercises and Drills  

1.4 Physical Security  

1.5 Video Surveillance  

1.6 Direct Communication to 
with Police 
(non-static position) 

 

1.7 Rapid Response and 
Deployment 

 

2.0 Intelligence   
CRITERIA ASSESSMENT GENERAL COMMENTS 
2.1 Ongoing threat assessment  Participants found a vulnerability within the Ongoing Threat 

Assessment. School security desires to bring admin, psych, 
and counselors on board and create a state of readiness 
throughout all departments. Communication between 
departments is key in improving this section. 

2.2 Collect, process, and vet 
“leakage” 

 

2.3 Rapid referral and 
dissemination 

 

2.4 Tracking and monitoring 
information 

 

2.5 Reliable information 
sources 

 

2.6 Access to and exploitation 
of social 
media accounts 

 

2.7 Expertise in interpretation 
of messages, surreptitious 
accounts, and 
navigation 

 

2.8 Crisis team tabletop 
practice 
scenarios 

 

2.9 Portals for anonymous 
student 
reporting 

 

3.0 Social Work/Mental 
Health 

  

CRITERIA ASSESSMENT GENERAL COMMENTS 
3.1 Understand stressors  School officials feel highly vulnerable in this area. Most 

programs currently in place are reactive to student behavior. 
Indio High School desires to become preventative of violent 
behavior. More resources are required to bring the school’s 
counselor and psychologist to student ratio to the nationally 
recommended ratio (250:1 and 1000:1 respectively). 

3.2 Physical presence at 
school 

 

3.3 Identify troubled students  
3.4 Treatment available  
3.5 Monitoring and reporting  

3.6 Other  

4.0 External. Environment   
CRITERIA ASSESSMENT GENERAL COMMENTS 
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4.1. Parents fully engaged in 
program 

 Information is not shared between SRO and Security team and 
Indio High School admin and counseling departments. There 
is no group discussions between all departments discussing 
trends and concerns within the school population. 

4.2 Community Briefings  
4.3 Reporting of suspicions  
4.4 Gun owner accountability  
4.5 Liaison/info sharing with 
partners 

 

4.6 Neighborhood watch  
5.0 School Administration   

CRITERIA ASSESSMENT GENERAL COMMENTS 
5.1 Program and assessment 
teams 

 This area focused on a continuous assessment process. 
Overall, performance was satisfactory, but would be approved 
by adapting an ongoing self- assessment process.   

5.2 Continuous assessments  
5.3 Reporting protocols  
5.4 Officials engagement  
5,5 Alternative programs  
5.6 Adequate information 
sharing 

 

   

6.0 Training   
 


